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Overview of IMAP

ObjeCtive: 5 g&:ﬁ%ﬁf&’et @ EngageMedia.org
To establish regional and _in-country @T;Eﬂ
networks that will monitor network HETWORK
interference- and restrictions to the ® o ©@ ..7’.*]
freedom of expression online In hiy @ LA
Cambodia, Hong Kong (China), India, ® ©

Indonesia, Malaysia, Myanmar, C&S
Philippines, Thailand, Timor-Leste and o OONI

Vietnam.
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Overview of IMAP

Contribution of data and
information

Increase the collection of
OONI Probe measurements

Strengthen censorship
monitoring by improving
country specific test lists

Produce annual country
reports on the state of
internet censorship
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Movement Building

Foster the development of
regional and national
network of digital activists

Establish in-country
networks that will monitor
network interference and
restrictions to the freedom of
expression online

Capacity Building

Build the capacity of the
iIMAP network to understand
internet censorship testing

Equip members with skills to
carry out monitoring of
internet censorship and to
improve the existing test-lists
containing URLs under
monitoring




Country reports on the state of censorship in 2022,
2023 & 2024
e Burma, Cambodia, Hong Kong (China), India
(except 2022), Indonesia, Malaysia, Philippines,
Thailand, Timor-Leste (2023) and Vietnam.

Local Partner Workshops in each country

IMAP Ongoing

. e . Translation of OONI Probe App & Country Reports
Activities

Updating & Reviewing country-specific test lists
Thematic reports

e Anonymization & Circumvention Tools
e Freedom of expression

SinarProject Form a Community of Practice
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Methodology and coverage
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Methodology and coverage

Countries coverage: Analysis
10 countries: 1. Confirmed blockings
e Cambodia o  Confirmed by OONI (existing
e Hong Kong (China) blocking fingerprints)
e India o  Confirmed by heuristics (based
e Indonesia on heuristics i.e. new blocking
e Malaysia fingerprints)
e Myanmar o  Confirmed by news reports
e Philippines
e Thailand 2. Percentage of blocked or likely
e Timor-Leste blocked by category
e Vietnam o  OONI measurements which
showed Confirmed blocked +
Period: Anomaly + Failures

1 July 2022 - 30 June 2023
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Key findings
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General Observations

PORN GMB PROV [ GOVT } [ GRP }
DATE POLR NEWS [ MILX }
IN, ID, KH, MY, PH, TH, VN HK
MM
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Methods of blocking
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DNS tampering

Access to this page has been ordered BLOCKED l)\ the

National

Centralised censorship
using specific ip MAKLUMAN
e 175.139.142.25 for Commission

Laman sesawang ini tidak dapat diakses di Malaysia kerana
di d: ra.

MY e

Telecommunications

NOTIFICATION

This website is not available in Malaysia as it violates
. . . . O r the National law.

njut / for more information

Countries:
MY, PH

www.ntc.gov.ph
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DNS tampering

Unconfirmed censorship

(e

e Bogonip (127.0.0.1)

e Empty domain
(nxdomain)

Countries:

HK, KH
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Web Connectivity Test
Cambodia
B OK M Confirmed Anomaly Failure OONI
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DNS tampering (geo blocking)

Geo blocking of US
military websites

Countries:
HK
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Input

Number of measurements

Percentage of blocked or likely
blocked

http://www.sealswcc.com/ 902 97.8%
http://www.jsf.mil/ 983 96.8%
http://www.stratcom. mil/ 972 83.1%
http:/iwww usafa.af.mil/ 828 62.1%
http://www.navy.mil/ 785 58.7%
http://www.pacom.mil/ 823 60.4%
http://www.centcom.mil/ 851 61.2%
http://www.uscg.mil/ 868 61.4%
http://www.southcom.mil/ 846 60.5%
https://www.af.mil/ 850 61.4%
https://www.army. mil/ 788 56.6%
http://www.socom.mil/ 1114 54.6%
https://www.darpa.mil/ 773 54.9%
https://www.dia.mil/ 604 56.8%

Table 5: Potentially blocked websites in the Government category




DNS tampering (messaging apps)

Facebook Messenger Test

On Facebook Messenger o «um - ®oonr

1400 -

Countries:
MM Al
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Measurement Day
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DNS+HTTP tampering

MEKANISME SISTEM BLOKIR RPZ

Sistem RPZ adalah sistem berisi database
blacklist domain (situs) yang digunakan
Internet Service Provider (ISP) untuk
melakukan replikasi data blacklist domain
yang telah ditetapkan Kominfo sesuai
aturan yang berlaku, untuk dilakukan
pemblokiran,

ISP blocks based on govt/
court block list
e DNS B
e HTTP J =

Pemblokiran pada sistem RPZ dilakukan

T\ L, & pada sisi ISP, Kominfo menyediakan
- - = database domain blacklist untuk
"\,M\ Rekapitulasi ISP s kemudian dilakukan sinkronisasi
0 Urustpesnit hominte go W Terkoneksi Per pemblokiran oleh ISP.
C O u n‘t rI e S O Desember 2023: Total daftar domain yang
0 l diblok Kominfo per 1 Secara teknis sistem RPZ adalah sebuah
I D I N Total Desember 2023: Domain Name Server (DNS) yang memiliki
- 2.50 1 (satu) zone yang berisi daftar domain
) & 336 ISP .I'°1° yang diblokir / blacklist. ISP yang telah
Domain dan s 7
User Masyarsbat 1.082 Server IP atisdommaln teregistrasi IP addressnya dapat melakukan
Public ISP replikasi zone tersebut dengan melakukan

zone transfer.

SinarProject
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https://www.youtube.com/watch?v=JY7-KbByjcI&ab_channel=KemkominfoTV

HT TP tampering

Block page served on ¥*
HTTP NCSCV"

Trung tdm Gidm sét an todn

i 5 g S 3 %
iiakniligns:vu 1lavoniindLRA khdng gian mang qudc gia

aw w.s,u_.:i‘\daqmsns:rhnmuﬁmﬁ'wn'unauwsmas' W.A. 2550

1 . na:inAluiuIG nas/kSaiienisns:iaduAaaIy
O u n rI e S o W.S.U.MSWUU W.A.2478 na:Andluiuicn A CANH BAO
I D I N T H V N M M This content has been suspended
) ) ) ) due to its illegal acts in accordance with

the Computer-related Crime Act 2007 (B.E. 2550) and additional amendments Tén mién 103.192.236.94 da bi chan do vi pham phap luat (tan cong mang, Ira
and/or the Gambling Act 1935 (B.E. 2478) and additional amendments dao, vi pham ban quyan, dich vu khang phép...) hodc chinh sach ciia t6 chirc.
ns:NsoVATaANNDIASUZADIIAEAL esct B g tam Giam sata... @
MINISTRY OF DIGITAL ECONOMY AND SOCIETY & © RoNeE

IG TAM GIAM SAT AN TOAN
KHONG GIAN MANG QUOC GIA

2 Follow Page
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HT TP tampering

Unconfirmed censorship

1 Response Bod
via vague block page i y
<!DOCTYPE html>
. <html>
CO u n‘tr| eS :Eggg:r><title>404 Page</title></header>
VN MM <font size="6"><b>We're sorry but the page you're looking for could not be found!!!!!</b></font>
) </body>
</html>
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Poor connectivity

Web Connectivity Test, Government

No censorship, only poor i i @ oonr

connectivity especially to 7

GOVT websites o

Countries: o

h : — I
_—

8

T ; T
2 2 2%
% % %,
%, %, %,
4 - &
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Conclusion & recommendations

To call for governments in the region to be
transparent in implementing internet censorship

To call for volunteers to contribute to the project




Interested to contribute?

e |nstall the OONI Probe App “&‘
e Contribute to OONI’'s GitHub at github.com/ooni

e Contribute to the test lists at github.com/citizenlab/test-lists




Q&S OONI | Probe You can install OONI Probe on:

e I0S
e Android (and F-Droid)

>< OONI Probe Desktop available for:
e Windows

e macOS
e Linux

https://ooni.org/install/
https://github.com/ooni/ @



https://ooni.org/install/
https://github.com/ooni/

Thank you!

Visit our website at imap.sinarproject.org
Email address: siti.nurliza@sinarproject.org

SinarProject
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Appendix
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Blocking of Blocking of instant Detection of

websites messaging apps middle boxes OONI S
oftware
Tests
L2
Blocking of censorship Measure network
circumvention tools speed & performance

&


https://ooni.org/nettest/

How OONI data is collected

i 1 i & citizenlab / test-lists = Public
1. Input websites in the test lists + citizeniab / test-lists (P

custom test lists OONI |Run
Coordinate website censorship testing

2. Run tests using OONI Probe on O
Mobile/ Desktop S OONI ‘ Probe

3. Analyse data on OONI Explorer OONI | Explorer




Significant blocking events

cccccccccccccccc



‘H. ;
140 H

Cambodia

In February 2022, independent news
media VOD was shut down by the
government, followed by the blocking of
their websites together with other
independent news websites. The media
outlets are:

VOD
Cambodia Daily
Radio Free Asia (RFA)



New
blockings

India

In May 2023, news reports indicated that
14 instant messaging applications were
blocked in Jammu and Kashmir on
grounds of national security under
Section 69A of the IT Act, including:

Crypviser, Enigma, Safeswiss, Wickrme,
Mediafire, Briar, BChat, Nandbox,
Conion, IMO, Element, Second Line,
Zangi, and Threema



New Malaysia
bIOCki ngS Since late 2022, the Malaysian

Communications and Multimedia
Commission (MCMC) has been blocking
independent news and political blogs

C* including:

malaysia-today.net
malaysianow.com




New
blockings
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Philippines

In June 2022, the
National
Telecommunications
Commission (NTC)
has ordered internet
service providers
(ISP) to block 26
websites with ties to
communist terrorist

groups (CTG).

Blepubilic of the Philippines
Office of the President
atiomal Security Couneil

06 June 2022

Com. Gamaliel A. Cordoba
National Telecommunications Commission
BIR Rd.,Diliman, Quezon City

Republic of the Philippines

Through: Delilah F. Deles
Deputy Commissioner, NTC

Dear Commissioner Cordoba,

In its recent meetings, the Anti-Terrorism Council (ATC) approved and issued the
following resolutions:

1. ATC Resolution No. 12 (dated 09 Dec 2020)- designating the Communist
Party of the Philippines and the New People’s Army as Terrorist
Organizations

ATC Resolution No. 17 (dated 21 April 2021) - designating Central
Committee members of the CPP-NPA as terrorists

ATC Resolution No. 21 (dated 23 June 2021) — designating the National
Democratic Front of the Philippines as a terrorist organization

~

w

Indeed, the activities, in terms of recruitment, funding, and propaganda, of these
Communist Terrorist organizations should be stopped. Recently, Social Networking
Sites Facebook and Twitter have already started cracking down accounts and pages
belonging to the Communist Terrorist Groups (CTG). They have established pervasive
online presence through their websites that they continually use to publish propaganda
and misinformation campaigns in order to malign the Philippine government, recruit new
members, and to solicit funds from local and international sources.

In this regard, may we request the NTC to issue legal instruments to order Philippine
Internet Service Providers (ISPs) to block access to the following websites affliated to
and are supporting these terrorists and terrorist organizations:

| Website Name: | URL | 1P Address |
National Democraic | T e
Front of the | https://ndfp.org/ ‘ 104.26.1.50
Philippines oo | W S el e}
Jose Maria Sison | hitps /josemariasison org/ = | 104268170 |
The Official | I
| Publication of the hitps://liberation.ndfp.org/ | 172.67.73 144
e e i w Ll -
o e G o i e O Tl
P by oo




