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About iMAP
Internet Monitoring Action Project 2021-2025



Overview of iMAP

Objective: 

To establish regional and in-country 
networks that will monitor network 
interference and restrictions to the 
freedom of expression online in 
Cambodia, Hong Kong (China), India, 
Indonesia, Malaysia, Myanmar, 
Philippines, Thailand, Timor-Leste and 
Vietnam.



Overview of iMAP

Contribution of data and 
information

Movement Building Capacity Building

● Increase the collection of 
OONI Probe measurements

● Strengthen censorship 
monitoring by improving 
country specific test lists

● Produce annual country 
reports on the state of 
internet censorship

● Foster the development of 
regional and national 
network of digital activists

● Establish in-country 
networks that will monitor 
network interference and 
restrictions to the freedom of 
expression online

● Build the capacity of the 
iMAP network to understand 
internet censorship testing

● Equip members with skills to 
carry out monitoring of 
internet censorship and to 
improve the existing test-lists 
containing URLs under 
monitoring



iMAP Ongoing 
Activities

Country reports on the state of censorship in 2022, 
2023 & 2024
● Burma, Cambodia, Hong Kong (China), India 

(except 2022), Indonesia, Malaysia, Philippines, 
Thailand, Timor-Leste (2023) and Vietnam.

Translation of OONI Probe App & Country Reports

Local Partner Workshops in each country

Updating & Reviewing country-specific test lists

Thematic reports
● Anonymization & Circumvention Tools
● Freedom of expression

Form a Community of Practice



Methodology and coverage



Methodology and coverage

Countries coverage:
10 countries:
● Cambodia 
● Hong Kong (China) 
● India
● Indonesia
● Malaysia
● Myanmar
● Philippines
● Thailand
● Timor-Leste
● Vietnam

Period:
1 July 2022 - 30 June 2023

Analysis
1. Confirmed blockings

○ Confirmed by OONI (existing 
blocking fingerprints)

○ Confirmed by heuristics (based 
on heuristics i.e. new blocking 
fingerprints)

○ Confirmed by news reports

2. Percentage of blocked or likely 
blocked by category
○ OONI measurements which 

showed Confirmed blocked + 
Anomaly + Failures



Key findings



General Observations

PORN GMB PROV

DATE POLR

GOVT GRP

MILXNEWS

IN, ID, KH, MY, PH, TH, VN HK
MM



Methods of blocking



DNS tampering 

Centralised censorship 
using specific ip
● 175.139.142.25 for 

MY
● 121.1.49.100 for PH

Countries:
MY, PH



DNS tampering 

Unconfirmed censorship 
to 
● Bogon ip (127.0.0.1)
● Empty domain 

(nxdomain)

Countries:
HK, KH



DNS tampering (geo blocking)

Geo blocking of US 
military websites

Countries:
HK



DNS tampering (messaging apps)

On Facebook Messenger

Countries:
MM



DNS+HTTP tampering 

ISP blocks based on govt/ 
court block list
● DNS
● HTTP

Countries:
ID, IN

Source

https://www.youtube.com/watch?v=JY7-KbByjcI&ab_channel=KemkominfoTV


HTTP tampering

Block page served on 
HTTP

Countries:
ID, IN, TH, VN, MM



HTTP tampering

Unconfirmed censorship 
via vague block page

Countries:
VN, MM



Poor connectivity

No censorship, only poor 
connectivity especially to 
GOVT websites

Countries:
TL



Conclusion & recommendations

To call for governments in the region to be 
transparent in implementing internet censorship

To call for volunteers to contribute to the project



Interested to contribute?

● Install the OONI Probe App

● Contribute to OONI’s GitHub at github.com/ooni

● Contribute to the test lists at github.com/citizenlab/test-lists



You can install OONI Probe on:

● iOS
● Android (and F-Droid)

OONI Probe Desktop available for:

● Windows
● macOS
● Linux

https://ooni.org/install/ 
https://github.com/ooni/ 

https://ooni.org/install/
https://github.com/ooni/


Thank you!
Visit our website at imap.sinarproject.org
Email address: siti.nurliza@sinarproject.org



Appendix



OONI Software 
Tests

Blocking of 
websites

Blocking of instant 
messaging apps

Blocking of censorship 
circumvention tools

Detection of 
middle boxes

Measure network 
speed & performance

https://ooni.org/nettest/ 

https://ooni.org/nettest/


How OONI data is collected

1. Input websites in the test lists + 
custom test lists

2. Run tests using OONI Probe on 
Mobile/ Desktop

3. Analyse data on OONI Explorer



Significant blocking events



Cambodia

In February 2022, independent news 
media VOD was shut down by the 
government, followed by the blocking of 
their websites together with other 
independent news websites. The media 
outlets are:

VOD
Cambodia Daily
Radio Free Asia (RFA)

New 
blockings



India

In May 2023, news reports indicated that 
14 instant messaging applications were 
blocked in Jammu and Kashmir on 
grounds of national security under 
Section 69A of the IT Act, including:

Crypviser, Enigma, Safeswiss, Wickrme, 
Mediafire, Briar, BChat, Nandbox, 
Conion, IMO, Element, Second Line, 
Zangi, and Threema

New 
blockings



Malaysia

Since late 2022, the Malaysian 
Communications and Multimedia 
Commission (MCMC) has been blocking 
independent news and political blogs 
including:

malaysia-today.net
malaysianow.com

New 
blockings



Philippines
In June 2022, the 
National 
Telecommunications 
Commission (NTC) 
has ordered internet 
service providers 
(ISP) to block 26 
websites with ties to 
communist terrorist 
groups (CTG).

New 
blockings


