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1. Introduction

Peering at the session |evel represents an agreenent between parties
to exchange multinmedia traffic. |In this docunent, we assune that the
Session Initiation Protocol (SIP) is used to establish sessions
between SIP Service Providers (SSPs). SIP Service Providers are
referred to as peers, and they are typically represented by users,
user groups, enterprises, real-tine collaboration service
communities, or other service providers offering voice or nmultinedia
services using SlIP.

A nunber of docunents have been devel oped to provi de background

i nformati on about SIP session peering. It is expected that the
reader is famliar with the reference architecture described in

[ ARCHI TECTURE], use cases for voice ([VAOP]), and instant nessagi ng
and presence ([ RFC5344]).
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Peering at the session |ayer can be achieved on a bilateral basis
(direct peering established directly between two SSPs), or on an
indirect basis via a session intermediary (indirect peering via a
third-party SSP that has a trust relationship with the SSPs) -- see
the term nol ogy docunment [RFC5486] for nore details.

This docunent first describes general requirenents. The use cases
are then analyzed in the spirit of extracting relevant protocol
requi renents that nust be net to acconplish the use cases. These
requirenents are intended to be i ndependent of the type of nedia
exchanged such as Voice over |P (VolP), video tel ephony, and instant
messaging (IM. Requirenents specific to presence and instant
messagi ng are defined in Section 4.

It is not the goal of this docunent to nmandate any particul ar use of

| ETF protocols other than SIP by SIP Service Providers in order to
est abli sh session peering. Instead, the docunment highlights what
requi renents should be net and what protocols mght be used to define
the sol ution space.

Finally, we conclude with a list of paraneters for the definition of
a session peering policy, provided in an informative appendix. It
shoul d be considered as an exanple of the information SIP Service
Provi ders may have to discuss or agree on to exchange SIP traffic.

2. Ternmninol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
This docunent al so reuses the ternmi nology defined in [ RFC5486].
It is assuned that the reader is fanmiliar with the Session
Description Protocol (SDP) [RFCA566] and the Session Initiation
Protocol (SIP) [RFC3261]. Finally, when used with capital letters,
the term’Authentication Service' is to be understood as defined by
SIP Identity [ RFC4474].

3. General Requirenents

The foll owi ng sub-sections contain general requirenents applicable to
mul tiple use cases for nultinedia session peering.
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3.1. Scope

The primary focus of this docunent is on the requirenments applicable
to the boundaries of Layer 5 SIP networks: SIP entities, signaling
pat h border elenents (SBEs), and the associated protocol requirenents
for the | ook-up and | ocation routing of the session establishnent
data. The requirenents applicable to SIP User Agents or related to

t he provisioning of the session data are considered out of scope.

SIP Service Providers have to reach an agreement on nunerous points
when establishing session peering rel ati onships.

This docunent highlights only certain aspects of a session peering
agreenment. It describes the requirenents relevant to protocols in
four areas: the declaration, advertisenment and nmanagenent of ingress
and egress border elenments for session signaling and nedia

(Section 3.2), the informati on exchange related to the Session
Establ i shnent Data (SED, Section 3.3), specific requirenents for
presence and instant nessage (Section 4), and the security properties
that may be desirable to secure session exchanges (Section 5).

Nurmer ous ot her consi derations of session peering arrangenents are
critical to reach a successful agreement, but they are considered out
of scope of this docunent. They include information about SIP
protocol support (e.g., SIP extensions and field conventions), nedia
(e.g., type of nedia traffic to be exchanged, conpatible nedi a codecs
and transport protocols, mechanisms to ensure differentiated quality
of service for nmedia), Layer 3 I P connectivity between the signaling
and data path border elenents, and accounting and traffic capacity
control (e.g., the maxi mum nunber of SIP sessions at each ingress

poi nt, or the maxi num nunber of concurrent | Mor Vol P sessions).

The informati ve Appendix A lists paraneters that nay be considered
when di scussing the technical paraneters of SIP session peering. The
purpose of this list is to capture the paraneters that are considered
out side the scope of the protocol requirenents.

3.2. Border Elenents

For border elements to be operationally manageabl e, naxi mum
flexibility should be given for how they are declared or dynamcally
advertised. |Indeed, in any session peering environnent, there is a
need for a SIP Service Provider to declare or dynanically advertise
the SIP entities that will face the peer’s network. The data path
border elenents are typically signaled dynamically in the session
descri ption.
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The use cases defined in [VOP] catal og the various border elenents
between SI P Service Providers; they include signaling path border

el ements (SBEs) and SIP proxies (or any SIP entity at the boundary of
the Layer 5 network).

0 Requirenment #1:

Prot ocol nechani sms MJUST be provided to enable a SIP Service
Provider to communi cate the ingress signaling path border elenments
of its service domain.

Not es on sol uti on space:

The SBEs may be advertised to session peers using static

nmechani sms, or they nmay be dynanically advertised. There is
general agreenent that [RFC3263] provides a solution for
dynanmical ly advertising ingress SBEs in nost cases of direct or

i ndirect peering. W discuss the DNS-based sol ution space further
in Requirenent #4 below, especially in cases where the DNS
response varies based on who sends the query (peer-dependent
SBEs) .

0 Requirement #2:

Pr ot ocol nechani sns MJUST be provided to enable a SIP Service
Provider to conmmuni cate the egress SBEs of its service domain.

Notes on notivations for this requirenent:

For the purposes of capacity planning, traffic engineering, and
call admission control, a SIP Service Provider nmay be asked from
where it will generate SIP calls. The SSP accepting calls froma
peer may wi sh to know fromwhere SIP calls will originate (this
information is typically used by the term nati ng SSP)

Whi |l e provisioning requirenents are out of scope, sone SSPs may
find use for a nechanismto dynanically advertise or discover the
egress SBEs of a peer

If the SSP al so provides nedia streans to its users as shown in the
use cases for "originating” and "term nating" SSPs, a nechani sm nust
exist to allow SSPs to advertise their egress and ingress data path
border elenents (DBEs), if applicable. Wile some SSPs may have open
policies and accept nedia traffic from anywhere outside their network
to anywhere inside their network, some SSPs may want to optim ze
medi a delivery and identify nedia paths between peers prior to
traffic being sent (Layer 5 to Layer 3 Quality of Service (QoS)

mappi ng) .
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0 Requirenment #3

Prot ocol mechani sms MJUST be provided to allow a SIP Service
Provider to communicate its DBEs to its peers

Not es: Sone SSPs engaged in SIP interconnects do exchange this
type of DBE information in a static manner. Sone SSPs do not.

In sone SIP networks, SSPs may expose the sanme border elenents to al
peers. In other environments, it is common for SSPs to advertise
specific SBEs and DBEs to certain peers. This is done by SSPs to
nmeet specific objectives for a given peer: routing optinization of
the signaling and nmedi a exchanges, optim zation of the |atency or

t hroughput based on the 'best’ SBE and DBE conbi nati on, and ot her
service provider policy paraneters. These are sone of the reasons
why adverti senent of SBEs and DBEs nmay be peer dependent.

0 Requirenment #4:

The mechani sns recomended for the declaration or advertisenent of
SBE and DBE entities MJST allow for peer variability.

Not es on sol uti on space:

A sinmple solution is to advertise SBE entities using DNS and

[ RFC3263] by providing different DNS nanes to different peers.
Thi s approach has sonme practical limtations because the SIP URls
contai ni ng the DNS nanes used to resolve the SBEs may be
propagated by users, for exanple, in the form of sip:user@onain.
It is inpractical to ask users to inplenent different target URls
based upon their SIP Service Provider’'s desire to receive inconing
session signaling at different ingress SBEs based upon the
originator. The solution described in [RFC3263] and based on DNS
to advertise SBEs is therefore under specified for this
requirenent.

O her DNS nmechani sns have been used extensively in other areas of
the Internet, in particular in Content Distribution
Internetworking to make the DNS responses vary based on the
originator of the DNS query (see [ RFC3466], [RFC3568], and

[ RFC3570]). The applicability of such solutions for session
peering needs further analysis.

Finally, other techni ques such as Anycast services ([ RFC4786]) nay
be enployed at |ower layers than Layer 5 to provide a solution to
this requirement. For exanple, anycast nodes could be defined by
SIP service providers to expose a common address for SBEs into
DNS, allow ng the resolution of the anycast node address to the
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appropri ate peer-dependent service address based on the routing
topol ogy or other criteria gathered fromthe conbi ned use of
anycast and DNS techni ques.

Notes on variability of the SBE adverti sements based on the nedia
capabilities:

Some SSPs may have sone restrictions on the type of media traffic
their SBEs can accept. For SIP sessions however, it is not

possi ble to comuni cate those restrictions in advance of the
session initiation: a SIP target may support voice-only nedia,
voi ce and video, or voice and instant nessagi ng conmuni cati ons.
While the inability to find out whether a particular type of SIP
session can be term nated by a certain SBE can cause session
attenpts to fail, there is consensus to not add a new requirenent
in this docunent. These aspects are essentially covered by SSPs
when di scussing traffic exchange policies and are deenmed out of
scope of this docunent.

In the use cases provided as part of direct and indirect peering
scenarios, an SSP deals with multiple SIP entities and nultiple SBEs
inits owm domain. There is often a many-to-many rel ati onship
between the SIP proxies considered inside the trusted network
boundary of the SSP and its signaling path border elenents at the
net wor k boundari es.

It should be possible for an SSP to define which egress SBE a SIP
entity nmust use based on a given peer destination

For exanple, in the case of a static direct peering scenario (Figure
2 in Section 5.2. of [VOP]), it should be possible for the SIP proxy
in the originating network (O Proxy) to select the appropriate egress
SBE (O-SBE) to reach the SIP target based on the information the
proxy receives fromthe Look-Up Function (O LUF), and/or Location
Routing Function (O LRF) -- nmessage response |labeled (2). Note that
this exanple also applies to the case of indirect peering when a
service provider has multiple service areas and each service area
involves nmultiple SIP proxies and a few SBEs.

0 Requirement #5:
The nmechani sns reconmended for the Look-Up Function (LUF) and the

Location Routing Functions (LRF) MJST be capable of returning both
a target URI destination and a val ue providing the next SIP

hop(s).
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Not es: solutions nmay exi st depending on the choice of the protoco
used between the Proxy and its LUF/ LRF. The idea is for the

O Proxy to be provided with the next SIP hop and the equival ent of
one or nore SIP Route header values. If ENUMis used as a
protocol for the LUF, the solution space is undefined.

It is desirable for an SSP to be able to comuni cate how
aut hentication of a peer’s SBEs will occur (see the security
requi renents for nore details).

0 Requirement #6:

The mechani sns reconmended for locating a peer’'s SBE MUST be abl e
to convey how a peer should initiate secure session establishnent.

Not es: some mechani sns exist. For exanple, the required use of
SIP over TLS nmay be di scovered via [ RFC3263], and gui delines
concerning the use of the SIPS URI schene in SIP have been
docunented in [ RFC5630] .

3.3. Session Establishnent Data

The Session Establishnent Data (SED) is defined in [ RFC5486] as the
data used to route a call to the next hop associated with the called
domain’s ingress point. The follow ng paragraphs capture sone
general requirenments on the SED dat a.

3.3.1. User ldentities and SIP URl s

User identities used between peers can be represented in nany
different formats. Session Establishnent Data should rely on URI's
(Uni form Resource ldentifiers, [RFC3986]) and SIP URIs should be
preferred over tel URIs ([ RFC3966]) for session peering of VolP
traffic.

The use of DNS donmin nanmes and hostnames is reconmended in SIP URls
and they should be resolvable on the public Internet. As for the
user part of the SIP URI's, the nechanisns for session peering should
not require an SSP to be aware of which individual user identities
are valid within its peer’s donain.

0 Requirenment #7:
The protocol s used for session peering MJST acconmobdate the use of
different types of URIs. URIs with the sane domai n-part SHOULD

share the sane set of peering policies; thus, the domain of the
SIP URI nmay be used as the primary key to any information
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3.

3.

regarding the reachability of that SIP URI. The host part of SIP
URI's SHOULD contain a fully qualified domain name instead of a
numeric |1 Pv4 or | Pv6 address.

0 Requirement #8:

The mechani sns for session peering should not require an SSP to be
aware of which individual user identities are valid withinits
peer’s domai n.

0 Notes on the solution space for Requirenments #7 and #8:

This is generally well supported by | ETF protocols. Wen

t el ephone nunbers are in tel URIs, SIP requests cannot be routed
in accordance with the traditional DNS resol ution procedures
standardi zed for SIP as indicated in [RFC3824]. This neans that
the solutions built for session peering nust not solely use Public
Swi t ched Tel ephone Network (PSTN) identifiers such as Service
Provider IDs (SPIDs) or Trunk Group IDs (they should not be
precluded but solutions should not be linited to these).

Mot i vati ons:

Al t hough SED data may be based on E. 164-based SIP URI's for voice
i nterconnects, a generic peering nethodol ogy should not rely on
such E. 164 nunbers.

2. URI Reachability

Based on a well-known URlI type (e.g., sip:, pres:, or im URIS), it
nmust be possible to determ ne whether the SSP donmin servicing the
URI allows for session peering, and if it does, it should be possible
to locate and retrieve the domain's policy and SBE entities.

For exanple, an originating service provider nmust be able to
determ ne whether a SIP URI is open for direct interconnection
without requiring an SBE to initiate a SIP request. Furthernore,
since each call setup inplies the execution of any proposed
algorithm the establishment of a SIP session via peering should
i ncur mnimal overhead and del ay, and enpl oy cachi ng wherever
possible to avoid extra protocol round trips.

0 Requirenment #9

The mechani sms for session peering MUST allow an SBE to |locate its
peer SBE given a URI type and the target SSP domai n nane.
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4.

Requirements for Session Peering of Presence and |Instant Messaging

This section describes requirenents for presence and instant
nmessagi hg sessi on peering.

Two SSPs create a peering relationship to enable their I M and
presence users to collaborate with users on the other SSP networKk.
We focus the requirenments on inter-donmain subscriptions to presence
i nformati on, the exchange of nessages and privacy settings, and the
use of standard presence document formats across domains.

Several use cases for presence and instant nessaging peering are
described in [RFC5344], a docunent authored by A Houri, E. Aoki, and
S. Paraneswar. Credits for the original content captured fromthese
use cases into requirements in this section nust go to them

0 Requirement #10

The mechani sns reconmended for the exchange of presence

i nfornmati on between SSPs SHOULD al | ow a user of one presence
community to send a presence subscription request to presentities
served by another SSP via its local conmunity, including
subscriptions to a single presentity, a personal, public or ad hoc
group list of presentities.

Notes: see Sections 2.1 and 2.2 of [RFC5344].
0 Requirement #11:

The mechani sns reconmended for instant nmessagi ng exchanges between
SSPs SHOULD al | ow a user of one SSP's community to communi cate
with users of the other SSP community via their | ocal community
using the various nmethods. Note that sone SSPs nay exercise sone
control over which nmethods are all owed based on service policies.
Such met hods i nclude sending a one-tine | Mnessage, initiating a
SI P session for transporting sessions of nmessages, participating
in n-way chats using chat roons with users fromthe peer SSPs,

etc.

Not es: see Sections 2.4, 2.5, and 2.6 of [RFC5344].

0 Requirenment #12

In sone presence communities, users can define the list of

wat chers that receive presence notifications for a given
presentity. Such privacy settings for watcher notifications per
presentity are typically not shared across SSPs causing multiple
notifications to be sent for one presentity change between SSPs.
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Mul e

The sharing of those privacy settings per presentity between SSPs
woul d all ow fewer notifications: a single notification would be
sent per presentity and the terninating SSP woul d send
notifications to the appropriate watchers according to the
presentity’s privacy information

The mechani sns reconmended for presence infornation exchanges

bet ween SSPs SHOULD al | ow t he sharing of some user privacy
settings in order for users to convey the list of watchers that
can receive notification of presence information changes on a per-
presentity basis.

The privacy sharing nmechani sm nust be done with the express
consent of the user whose privacy settings will be shared with the
other comunity. Because of the privacy-sensitive infornmation
exchanged between SSPs, the protocols used for the exchange of
presence information nmust foll ow the security recomendati ons
defined in Section 6 of [RFC3863].

Not es: see Section 2.3 of [RFC5344].
Requi rement #13

It should be possible for an SSP to associ ate a presence docunent
with a list of watchers in the peer SSP community so that the peer
wat chers can receive the presence docunment notifications. This
wi Il enabl e sending | ess presence docunment notifications between
the conmunities while avoiding the need to share privacy
informati on of presentities fromone conmunity to the other

The systens used to exchange presence docunents between SSPs
SHOULD al | ow a presence docunent to be delivered to one or nore
wat chers.

Not e: The presence docunent and the |list of authorized watchers in
the peer SSP may be sent separately. Al so, the privacy-sharing
mechani snms defined in Requirement #12 also apply to this

requi renent.

Requi renment #14:

Early depl oynents of SIP-based presence and instant nessaging

gat eways have been done in front of |egacy proprietary systens
that use different nam ng schenmes or nanme values for the el enments
and properties defined in a Presence Infornation Data Format
(PIDF) docunent ([RFC3863]). For exanple, the value "Do Not

Di sturb” in one presence service may be mapped to "Busy" in
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5.

5.

anot her system for the status el enent. Beyond this exanple of
status values, it is inportant to ensure that the neaning of the
presence information is preserved between SSPs.

The systens used to exchange presence docunents between SSPs
SHOULD use standard PI DF docunents and transl ate any non-standard
val ue of a PIDF elenment to a standard one.

Security Considerations

This section describes the security properties that are desirable for
the protocol exchanges in scope of session peering. Three types of
information flows are described in the architecture and use case
document s: the acquisition of the Session Establishnment Data (SED)
based on a destination target via the Look-Up and Location Routing
Functions (LUF and LRF), the SIP signaling between SIP Service

Provi ders, and the associ ated nedi a exchanges.

This section is focused on three security services: authentication
data confidentiality, and data integrity as sunmarized in [ RFC3365].
However, this text does not specify the nandatory-to-inplenent
security nechanisns as required by [ RFC3365]; this is left for future
protocol solutions that neet the requirenents.

A security threat analysis provides additional guidance for session
peering ([ VO PTHREATS]).

1. Security Properties for the Acquisition of Session Establishnment
Dat a

The Look-Up Function (LUF) and Location Routing Function (LRF) are
defined in [ RFC5486]. They provi de nmechani snms for determ ning the
SIP target address and donain the request should be sent to, and the
associated SED to route the request to that donain.

0 Requirenment #15

The protocols used to query the Look-Up and Location Routing
Functi ons SHOULD support rmnutual authentication.

Moti vati ons:

A mutual authentication service should be provided for the LUF and
LRF protocol exchanges. The content of the response returned by
the LUF and LRF may depend on the identity of the requestor: the
aut hentication of the LUF and LRF requests is therefore a
desirabl e property. Mitual authentication is also desirable: the
requestor nay verify the identity of the systens that provided the
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5.2.

LUF and LRF responses given the nature of the data returned in
those responses. Authentication also provides sone protection for
the availability of the LUF and LRF agai nst attackers that would
attenpt to |l aunch Denial -of -Service (DoS) attacks by sendi ng bogus
requests causing the LUF to performa | ookup and consune

resour ces

Requi rement #16

The protocols used to query the Look-Up and Location Routing
Functi ons SHOULD provi de support for data confidentiality and
integrity.

Mot i vati ons:

G ven the sensitive nature of the session establishnment data
exchanged with the LUF and LRF functions, the protocol mechani sns
chosen for the | ook-up and |l ocation routing should offer data
confidentiality and integrity protection (SED data nay contain
user addresses, SIP URI, location of SIP entities at the
boundari es of SIP Service Provider domains, etc.).

Not es on the sol ution space for Requirenents #15 and #16:

ENUM SIP, and proprietary protocols are typically used today for
accessing these functions. Even though SSPs may use | ower-|ayer
security nechani sns to guarantee sone of those security
properties, candidate protocols for the LUF and LRF shoul d neet

t he above requirenents.

Security Properties for the SIP Signaling Exchanges

The SIP signaling exchanges are out of scope of this document. This
section describes sone of the security properties that are desirable
in the context of SIP interconnects between SSPs wi thout formulating
any normative requirenments.

In general, the security properties desirable for the SIP exchanges
in an inter-domain context apply to session peering. These include:

(0]

Mul e

securing the transport of SIP nessages between the peers’ SBEs.

Aut hentication of SIP comunications is desirable, especially in
the context of session peering involving SIP internediaries. Data
confidentiality and integrity of the SIP nessage body nay be
desirable as well given sone of the |levels of session peering
indirection (indirect/assisted peering), but they could be harnfu
as they may prevent internediary SSPs from "inserting" SBEs/ DBEs
al ong the signaling and data paths.
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0 providing an Authentication Service to authenticate the identity
of connected users based on the SIP Service Provider domains (for
both the SIP requests and the responses).

The fundanmental nechanisns for securing SIP between proxy servers
intra- and inter-donmain are applicable to session peering; refer to
Section 26.2 of [RFC3261] for transport-layer security of SIP
messages using TLS, [RFC5923] for establishing TLS connections

bet ween proxi es, [RFC4474] for the protocol nmechanisns to verify the
identity of the senders of SIP requests in an inter-donain context,
and [ RFC4916] for verifying the identity of the sender of SIP
responses).

5.3. End-to-End Media Security

Media security is critical to guarantee end-to-end confidentiality of
t he conmuni cati on between the end-users’ devices, independently of
how many direct or indirect peers are present along the signaling
path. A nunber of desirable security properties energe fromthis
goal .

The establishnment of nedia security may be achieved al ong the nedia
pat h and not over the signaling path given the indirect peering use
cases.

For exanple, nedia carried over the Real -Tinme Protocol (RTP) can be
secured using secure RTP (SRTP [ RFC3711]). A franework for

est abl i shing SRTP security using Datagram TLS (DTLS) [RFC4347] is
described in [RFC5763]: it allows for end-to-end nmedia security

est abl i shnent using extensions to DTLS ([ RFC5764]).

It should al so be noted that nedia can be carried in numerous
protocol s other than RTP such as SIP (SI P MESSAGE net hod), MSRP (the
Message Session Relay Protocol, [RFC4975], XMPP (the Extensible
Messagi ng and Presence Protocol, [RFC6120]), and many others. Media
may al so be carried over TCP ([ RFC4571]), and it can be encrypted
over secure connection-oriented transport sessions over TLS

([ RFCA572]).

A desirable security property for session peering is for SIP entities
to be transparent to the end-to-end nedia security negotiations: SIP
entities should not intervene in the Session Description Protoco
(SDP) exchanges for end-to-end nedia security.
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6.

7.

7.

7.

0 Requirement #17

The protocols used to enabl e session peering MJIST NOT interfere
wi th the exchanges of nedia security attributes in SDP. Media
attribute lines that are not understood by SBEs MJUST be ignored
and passed al ong the signaling path untouched.
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