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Status of this Meno

This meno provides information for the Internet community. This nmenp
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abst ract

This docunent is a report on an Internet architecture workshop,
initiated by the AB and held at USC Informati on Sciences Institute
on February 8-10, 1994. This workshop generally focused on security
issues in the Internet architecture.

Thi s docunent shoul d be regarded as a set of working notes containing
i deas about security that were devel oped by Internet experts in a
broad spectrum of areas, including routing, nobility, realtime
service, and provider requirenents, as well as security. It contains
sonme significant diversity of opinions on some inportant issues.

This meno is offered as one input in the process of devel opi ng viable
security nechani sns and procedures for the Internet.
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1. 1 NTRODUCTI ON

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the |Internet
architecture. This long-term planning function of the IABis

conpl enentary to the ongoing engineering efforts performed by working
groups of the Internet Engineering Task Force (IETF), under the

| eadership of the Internet Engineering Steering Group (IESG and area
di rectorates.

An | AB-initiated workshop on the role of security in the Internet

Architecture was held on February 8-10, 1994 at the Information
Sciences Institute of the University of Southern California, in
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Marina del Rey, California. This RFC reports the results of the
wor kshop.

In addition to the | AB nenbers, attendees at this neeting included
the 1ESG Area Directors for the relevant areas (Internet, Transport,
Security, and IPng) and a group of 15 other experts in the foll ow ng
areas: |Png, routing, nobility, realtinme service, and security (see
Appendix for a list of attendees). The IAB explicitly tried to

bal ance the nunber of attendees from each area of expertise.
Logistics limted the attendance to about 30, which unfortunately
meant that many highly qualified experts were omtted fromthe
invitation list.

In summary, the objectives of this workshop were (1) to explore the

i nterconnecti ons between security and the rest of the Internet
architecture, and (2) to devel op recommendati ons for the Internet
community on future directions with respect to security. These

obj ectives arose froma conviction in the | AB that the two nost

i mportant problemareas for the Internet architecture are scaling and
security. \While the scaling problens have led to a flood of
activities on IPng, there has been less effort devoted to security.

Al t hough sone cane to the workshop eager to discuss short-term
security issues in the Internet, the workshop program was designed to
focus nore on long-termissues and broad principles. Thus, the
neeting began with the follow ng ground rule: valid topics of

di scussi on should involve both security and at |east one fromthe
list: (a) routing (unicast and nulticast), (b) mobility, and (c)
realtime service. As a basis for initial discussion, the invitees
met via email to generate a set of scenarios (see Appendi x)
satisfying this ground rule.

The 30 attendees were divided into three "breakout" groups, with each
group including experts in all the areas. The neeting was then
structured as plenary neetings alternating with parallel breakout
group sessions (see the agenda in Appendix). On the third day, the
groups produced text summarizing the results of their discussions.
This neno is conposed of that text, somewhat rearranged and edited
into a single docunent.

The neeting process determ ned the character of this docunment. It
shoul d be regarded as a set of working notes produced by nostly-
aut ononous groups, containing sone diversity of opinions as well as

duplication of ideas. It is not the output of the "security
communi ty", but instead represents ideas about security devel oped by
a broad spectrum of Internet experts. It is offered as a step in a

process of devel opi ng viable security mechani sns and procedures for
the Internet.
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2. OVERVI EW
2.1 Strategic and Political |ssues

Despite the workshop enphasis on architectural issues, there was
consi derabl e di scussion of the real-politik of security.

For a nunber of years, the |ETF, with | AB backi ng, has worked on
devel opi ng PEM whi ch provides email security with a great deal of
functionality. A question was repeatedly raised at the workshop
why has user acceptance of PEM been sl ow? A nunber of answers to
this question were suggest ed.

(a) High-quality inplenentations have been slow in com ng

(b) The use of a patented technol ogy, the RSA algorithm violates
soci al conventions of the Internet.

(c) Export restrictions danpen vendor enthusiasm

(d) PEM currently depends upon a certificate hierarchy for its
nanes, and certificates forma new and conpl ex nane space
There is no organi zational infrastructure in place for creat-
i ng and managi ng thi s nane space.

(e) There is no directory infrastructure available for |ooking up
certificates.

The decision to use X. 500 has been a conplete failure, due to
the sl ow depl oynent of X. 500 in the Internet. Because of UDP
packet size restrictions, it is not currently feasible to
store certificates in the DNS, even if the DNS were expanded
to hold records for individual enmail users.

It seenms probable that nore than one, and possibly all, of these
reasons are at work to di scourage PEM adopti on

The bal eful conment about eating: "Everything | enjoy is either
imoral, illegal, or fattening" seens to apply to the cryptography
technology that is required for Internet security.

2.2 Security |ssues

Al nost everyone agrees that the Internet needs nore and better
security. However, that nay nmean different things to different
people. Four top-level requirenments for Internet security were
identified: end-to-end security, end-system security, secure QCS,
and secure network infrastructure.
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End-to- End Security

One requirenment is to support confidentiality, authentication
and integrity for end-to-end communi cati ons. These security
services are best provided on an end-to-end basis, in order
to mninze the nunber of network conponents that users nust
trust. Here the "end" nmay be the end systemitself, or a
proxy (e.g., a firewall) acting on behalf of an end system

For point-to-point applications, the workshop felt that

exi sting security techniques are well suited to support
confidentiality, authentication and integrity services
efficiently. These existing techniques include symetric
encryption applied on an end-to-end basis, message di gest
functions, and key nanagenment algorithms. Current work in
these areas in the | ETF include the PEM and Common

Aut henti cati on Technol ogi es wor ki ng groups.

The group favored a strategic direction for coping with
export restrictions: separate authentication from privacy
(i.e., confidentiality). This will allowwork to proceed on
aut hentication for the Internet, despite governnent
restrictions on export of privacy technology. Conversely, it
will allow easy depl oynent of privacy w thout authentication
where this is appropriate.

The wor kshop explored the inplications of nmulticasting for
end-to-end security. Some of the unicast security techniques
can be applied directly to nulticast applications, while
others nmust be nodified. Section 6.2 contains the results of
t hese di scussions; in summary, the concl usions were:

a) Exi sting technol ogy is adequate to support
confidentiality, authentication, and integrity at the
I evel of an entire multicast group. Supporting
aut hentication and integrity at the level of an
i ndi vidual nulticast source is performance-linited and
will require technol ogy advances.

b) End-to-end controls should be based on end system or
user identifiers, not low level identifiers or |ocator
information. This requirenment should spawn engi neering
wor k whi ch consists of applying known key distribution
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and cryptographi ¢ techni ques.
End- System Security

Every host has its own security defenses, but the strength of
t hese defenses depends upon the care that is taken in

adm ni stering them Careful host security adm nistration
nmeans plugging security holes in the kernel and applications
as well as enforcing discipline on users to set good (hard to
crack) passwords.

Good security administration is |abor-intensive, and
therefore organi zations often find it difficult to maintain
the security of a large nunmber of internal nachines. To
protect their machi nes from outside subversion, organizations
often erect an outer security wall or "perineter". Machines
inside the perineter conmunicate with the rest of the
Internet only through a snmall set of carefully nanaged

machi nes called "firewalls". Firewalls nay operate at the
application layer, in which case they are application rel ays,
or at the IP layer, in which case they are firewall routers.

The wor kshop spent considerable tinme on the architecture of
firewall routers. The results are contained in Section 3.

Secure QOS

The Internet is being extended to provide quality-of-service
capabilities; this is the topic called "realtine service" in
the workshop. These extensions raise a new set of security
i ssues for the architecture, to assure that users are not
allowed to attach to resources they are not authorized to
use, both to prevent theft of resources and to prevent deni al
of service due to unauthorized traffic. The resources to be
protected include Iink shares, service classes or queues,

mul ticast trees, and so on. These resources are used as
virtual channels within the network, where each virtua
channel is intended to be used by a particular subset or
"class" of packets.

Secure QCS, i.e., protection against inproper virtual channe
usage, is a formof access control nmechanism |In general it
will be based on sone form of state establishnent (setup)
that defines authorized "classes". This setup nmay be done
vi a managenment configuration (typically in advance and for
aggregates of users), or it may be done dynamically via
control information in packets or special nmessages (typically
at the tine of use by the source or receiver(s) of the
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flow data). In addition to state establishnent, sone form of
aut hentication will be needed to assure that successive
packets belong to the established class. The general case to
be solved is the nulticast group, since in general the
mul ti cast problemincludes the two-party case as a subset.
The wor kshop devel oped an approach to the secure QOS problem
whi ch appears in Section 4 bel ow.

D. Secure Network Infrastructure

Net wor k operati on depends upon the managenent and contro
protocols used to configure and operate the network
infrastructure, including routers and DNS servers. An attack
on the network infrastructure nay cause deni al - of -service
fromthe user viewpoint, but fromthe network operators

vi ewpoi nt, security fromattack requires authentication and
integrity for network control and managenent nessages

Securing the routing protocols seens to be a straightforward
engi neering task. The workshop concl uded the follow ng.

a) Al'l routing information exchanges shoul d be
aut henti cat ed between nei ghboring routers.

b) The sources of all route information should be
aut henti cat ed.

c) Al t hough authenticating the authority of an injector of
route information is feasible, authentication of
operations on that routing information (e.g.
aggregation) requires further consideration.

Securing router managenent protocols (e.g., SNWP, Tel net,
TFTP) is urgent, because of the currently active threats.
Fortunately, the design task should be a straightforward
application of existing authentication nechani sns.

Securing DNS is an inportant issue, but it did not receive
nmuch attention at the workshop.

2.3 DNS Nanes for Certificates

As noted in Section 2.1, work on PEM has assuned the use of X 509
di stingui shed nanmes as the basis for issuing certificates, with
public-key encryption. The npbst controversial discussion at the
wor kshop concerned the possibility of using DNS (i.e., domain)
nanes instead of X 509 distinguished names as (at |east) an
interimbasis for Internet security.

Braden, C ark, Crocker & Huitema [ Page 7]



RFC 1636 | AB Wor kshop Report June 1994

The argunent in favor of DNS nanes is that they are sinple and

wel|l understood in the Internet world. It is easy for a conputer
operating in the Internet to be identified this way, and users who
receive email on such machi nes already have DNS mail box nanmes. In

contrast, introducing X 509 distinguished names for security will
add a new | ayer of nanes. Mdst inportantly, there is an existing
adm ni strative nodel for assigning DNS nanmes. There is no

admini strative infrastructure for assigning X 509 distinguished
nanes, and generating them may be too conplex for early
acceptance. The advocates of DNS nanmes for certificates hope that
usi ng DNS nanes woul d encourage the w despread use of security in
the Internet. It is expected that DNS nanes can be replaced | ater
by a nore capabl e nam ng nechani sm such as X 509- based
certificates.

The basi c argunent agai nst DNS names as a basis for security is
that they are too "weak"”. Their use may lead to confusion in many
i nstances, and this confusion can only grow as nore organi zati ons
and individuals attach to the Internet. Some comercial enuil
systens enpl oy nuneric mail box nanes, and in many organi zations
there are uncertainties such as whet her "bunber @ oo. edu” bel ongs
to Bill Unber or Tom Bunber. Wiile it is feasible to make DNS
nanes nore descriptive, there is a concern that the existing
infrastructure, with mllions of short, non-descriptive nanes,

will be an inpediment to adoption of nore descriptive nanes.

It was noted that the question of what nane space to use for
certificates is independent of the problem of building an
infrastructure for retrieving those nanes. Because of UDP packet
size restrictions, it would not be feasible to store certificates
in the DNS wi thout significant changes, even if the DNS were
expanded to hold records for individual enail users

The group was unable to reach a consensus on the issue of using

DNS names for security; further discussion in the Internet
conmunity is needed.
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3. FI REWALL ARCHI TECTURE
3.1 Introduction

A firewall may be used to isolate a specific connected segnent of
I nternet topology. Wien such a segnment has nmultiple links to the
rest of the Internet, coordinated firewall machines are required

on all the links.

Firewalls may be inplenmented at different layers in the protoco
stack. They are nost comonly inplemented at the application

| ayer by forwardi ng (application) gateways, or at the IP
(Internet) layer by filtering routers. Section 3.2 discusses
application gateways. Section 3.3 concerns |nternet-|ayer
firewalls, which filter IP datagranms entering or |leaving a
security perinmeter.

The general architectural nodel for a firewall should separate

policy, i.e., deternmining whether or not the requester of a
service should be granted access to that service, fromcontrol
i.e., linmMting access to resources to those who have been granted
access.

3.1.1 The Use for Firewalls

Firewalls are a very enotional topic in the Internet community.
Sone conmunity nmenbers feel the firewall concept is very

power ful because firewalls aggregate security functions in a
singl e place, sinplifying managenent, installation and
configuration. Qhers feel that firewalls are damaging for the
sanme reason: they provide "a hard, crunchy outside with a soft
chewy center", i.e., firewalls foster a fal se sense of
security, leading to lax security within the firewal

perinmeter. They observe that nmuch of the "conputer crime" in
corporate environnents is perpetrated by insiders, inmmune to
the perineter defense strategy. Firewall advocates counter
that firewalls are inportant as an additional safeguard; they
shoul d not be regarded as a substitute for careful security
managenment within the perimeter. Firewall detractors are al so
concerned about the difficulty of using firewalls, requiring
mul tiple | ogins and ot her out-of-band nmechani sns, and their
interference with the usability and vitality of the Internet.

However, firewalls are a fact of life in the Internet today.
They have been constructed for pragmatic reasons by

organi zations interested in a higher level of security than may
be possible without them This section will try to outline
sonme of the advantages and di sadvantages of firewalls, and sone
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i nstances where they are useful

Consi der a |l arge organi zation of thousands of hosts. |If every
host is allowed to communicate directly with the outside world,
attackers will attenpt to penetrate the organi zation by finding
t he weakest host in the organization, breaching its defenses,
and then using the resources of that host to extend the
penetration further within the organization. |In sone sense,
firewalls are not so nuch a solution to a security problem as
they are a reaction to a nore basic software

engi neering/ adm ni stration problem configuring a |arge nunber
of host systens for good security. |If this nore basic problem
could be solved, firewalls would generally be unnecessary.

It is interesting to consider the effect that inplenmenting a
firewal | has upon various individuals in the organization
Consider first the effect upon an organi zation’s npbst secure
host. This host basically receives little or no extra
protection, because its own perineter defenses are as strong or
stronger than the firewall. |In addition, the firewall will
probably reduce the connectivity available to this host, as
well as the reliability of the comunications path to the
outside world, resulting in inconvenience to the user(s) of
this host. Fromthis (nost secure) user’s point of view, the
firewall is a |oss.

On the other hand, a host with poor security can "hide" behind
the firewall. |In exchange for a nore limted ability to
communi cate with the outside world, this host can benefit from
the higher |evel of security provided by the firewall, which is
assuned to be based upon the best security available in the
entire organization. |If this host only wants to conmmuni cate
with other hosts inside the organization, the outside

comruni cations linmtations inposed by the firewall nmay not even
be noticed. Fromthis host’s viewpoint, better security has
been gained at little or no cost.

Finally, consider the point of view of the organization as a
whole. A firewall allows the extension of the best security in
t he organi zati on across the whole organization. This is a
benefit (except in the case where all host perineter defenses
in the organization are equal). Centralized access contro

al so becones possible, which may be either a benefit or a cost,
dependi ng upon the organi zation. The "secure" hosts within the
organi zation may perceive a |loss, while the "unsecure" hosts
receive a benefit. The cost/benefit ratio to the organi zation
as a whol e thus depends upon the rel ative nunbers of "secure”
and "unsecure" hosts in the organization
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Consi der sone cases where firewalls do not nake sense. An

i ndi vi dual can be thought of as an organi zati on of one host.
The security of all the host(s) is thus (trivially) identical
and by definition the best available to the organization. 1In
this case the choice of firewall is sinple. Does this

i ndi vidual wish to conmunicate with the outside or not? |If
not, then the "perfect" firewall is inplenented (by conplete
di sconnection). If yes, then the host perineter will be the
sanme as the firewall perineter, so a firewall becones
unnecessary.

Anot her interesting case is an organi zation that consists of
individuals with few shared interests. This nmight be the case
of a service provider that sells public access to the network.
An unrel ated community of subscribers should probably be

consi dered as individuals, rather than an organization
Firewal | s for the whol e organization may make little sense in
t hi s case.

To sunmarize, the benefit of a firewall depends upon the nature
of the organization it protects. A firewall can be used to
extend the best available protection within the organization
across the entire organi zation, and thus be of benefit to |arge
organi zations with | arge nunbers of poorly adm nistered hosts.
A firewall nmay produce little or no perceived benefit, however,
to the individuals within an organi zati on who have strong host
perinmeters al ready.

3.2 Application-Layer Firewalls

An application-layer firewall can be represented by the foll ow ng
di agram

C<--->F <--->8

Here the requesting client C opens its transport connection to the
firewall F rather than directly to the desired server S. One
mechani smfor redirecting Cs request to F's | P address rather
than S's could be based on the DNS. Wien C attenpts to resol ve
S's nane, its DNS | ookup would return a "service redirection”
record (anal ogous to an MX record) for S. The service redirection
record would return the I P address of F.

C enters sonme authentication conversation to identify itself to F,
and specifies its intention to request a specific service fromsS
F then decides if Cis authorized to invoke this service. If Cis
aut horized, F initiates a transport |layer connection to S and
begi ns the operation, passing requests and responses between C and
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S.

A maj or advantage of this scenario over an IP-layer firewall is
that raw | P datagrans are never passed through the firewall
Because the firewall operates at the application layer, it has the
opportunity to handle and verify all data passing through it, and
it may be nore secure against illicit rendezvous attacks (see

bel ow) .

Application layer firewalls al so have inportant di sadvantages.
For full benefit, an application level firewall mnust be coded
specifically for each application. This severely linmts the
depl oynent of new applications. The firewall also represents a
new point of failure; if it ceases to be reachable, the
application fails. Application layer firewalls also may affect
performance nore than | P-layer firewalls, depending on specific
mechani sns i n use

3.3 | P-Layer Firewalls

Qur nodel of an IP-layer firewall is a nulti-ported IP router that
applies a set of rules to each incoming | P datagram to decide
whether it will be forwarded. It is said to "filter" IP

dat agrans, based on infornmation available in the packet headers.

A firewall router generally has a set of filtering rules, each of
whi ch specifies a "packet profile" and an "action". The packet
profile specifies values for particular header fields, e.g.

source and destination |IP address, protocol nunber, and other

sui tabl e source and destination identifying information (for

i nstance, port nunbers). The set of possible information that may
be used to match packets is called an "association". The exact
nature of an association is an open issue.

The hi gh-speed datagram forwarding path in the firewall processes
every arriving packet against all the packet profiles of all
active rules, and when a profile matches, it applies the
correspondi ng action. Typical actions nmay include forwarding,
droppi ng, sending a failure response, or |ogging for exception
tracking. There may be a default rule for use when no other rule
mat ches, whi ch woul d probably specify a drop action

In addition to the packet profile, sone firewalls nmay al so use

some cryptographic information to authenticate the packet, as
descri bed below in section 3.3.2.
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3.3.1 Policy Control Leve

This section presents a nodel for the control of a firewal
router, with sone exanples of specific nmechanisns that mnight be
used.

1. Aclient C attenpts to access a service S. (dient here
can nean either a person or a process - that also is an
i ssue to be resolved.)

2. The initiation of access to that service may result in an
attenpt to cross one or nore boundaries of protection via
firewall router(s).

3. The policy control level sets filters in the firewal
router(s), to permt or deny that attenpt.

The policy control |evel consists of two distinct functions,
aut hentication and authorization. Authentication is the
function of verifying the claimed identity of a user. The

aut henti cation function should be distributed across the
Internet, so that a user in one organization can be

aut henticated to anot her organization. Once a user is
authenticated, it is then the job of the authorization service
Il ocal to the resource being requested to determine if that user
is authorized to access that resource. |f authorization is
granted, the filter in the firewall can be updated to pernit
that access.

As an aid to understanding the issues, we introduce a
particul ar detail ed nechanism W enphasize that this

nmechanismis intended only as an illustrative exanple; actua
engi neering of the mechanismw |l no doubt |ead to many
changes. Qur nechanismis illustrated by the foll owi ng sketch

Here a user wi shes to connect froma conputer C behind firewal
F1, to a server S behind firewall F2. Al is a particular

aut hentication server and Z1 is a particular authorization
server.

C attenpts to initiate its conversation by sending an initia
packet to S. C uses a normal DNS | ookup to resolve S s nane,
and uses nornal | P routing nechanisns. C's packet reaches
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firewall router F1, which rejects the packet because it does
not match any acceptabl e packet profile. F1 returns an

"Aut hentication Required" error indication to C including a
list of authentication/authorization servers that F1 trusts.
This indication mght be a new type of | CMP Destination

Unr eachabl e packet, or sone ot her nechani smfor conmunicating
with C

Wien C receives the error indication, authenticates itself with
Al, one of the authentication servers listed in the error
indication, after validating Al’s identity. C then requests
aut hori zation fromserver Z1 (using a ticket provided by Al),
inforns Z1 of the application it wi shes to perform and
provides a profile for the packets it wi shes to pass through
F1. Z1 then performs an authorization function to decide
whether to allow Cto penetrate F1. If Cis to be allowed, Z1
then infornms the firewall F1 to all ow packets matching the
packet profile to pass through the firewall F1

After C s packets penetrate F1, they nmay again be rejected by a
second firewall F2. C could performthe sane procedures with
aut henti cation server A2 and authorization server Z2, which F2
trusts. This is illustrated by the follow ng schematic di agram
of the sequence of events.
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---------- e e e e oo
| C | Al | Z1 | F1 | F2 | S
---------- e e
| Sends pkt| | | |
| t0S ------mee - >| ntercept; | |
| | | | requires | |
| | | | aut henticat’'n |
| S | |
| Aut h’ cate | | | | |
| Cto AL ----> | | | |
| | Provide | | | |
| <------- ticket] | |
| Request | | | | |
| aut hori z’ n| | | |
| > 1s g | |
| | | al | owed?| | |
| | | oK > | |
| Resend | | | Set filter | |
| first pkt] | | | |
| tO S ---cmmemm e >(OK)------ >| nt ercept;
| | | | | requires
| | | | | aut henticat’ n
| S |
| (Repeat | | | | |
| procedure | | | | |
IS N R R R
| Resend | | | |
| first pkt]| | | | |
| >(OK)-------- (OK)------ >
| | | | | |
----------- e

Agai n, we enphasize that this is only intended as a partia

sketch of one possible nmechani sm

It omits sonme significant

i ssues, including the possibility of asymmetric routes (see
3.3.3 below), and the possibility that the profiles may be
different in the two directions between C and S.

We coul d i magi ne generalizing this to an arbitrary sequence of
firewalls. However, security requires that each of the
firewalls be able to verify that data packets actually cone
fromC  This packet authentication problem which is discussed
in the next section, could be extrenely difficult
must traverse nore than one or possibly two firewalls in

sequence.

Clark, Crocker & Huitema
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A firewall router may require re-authentication because:

* it has been added to the path by a routing change, or
* it has timed out the profile entry, or
* it has been newy re-activated, perhaps after a crash that

lost its list of acceptable profiles.

If C contacts authentication and authorization servers that S
trusts, Crmay utilize tickets given it by these servers when
initiating its use of S, and avoid re-authenticating itself to
S.

Al t hough the authentication server Al and the authorization
server Z1 are conceptually separate, they may run on the sane
computer or router or even be separate aspects of a single
program The protocol that C speaks to an An, the protocol

that C speaks to a Zn, and the protocol that Zn speaks to Fn
are not specified in these notes. The authentication nmechani sm
used with An and the packet profile required by a firewall Fn
are considered matters of policy.

3.3.2 Source Authentication

We next consider how to protect against spoofing the I P source
address, i.e., injecting packets that are all eged from cone
fromC but do not. There are three classes of nechanisnms to
prevent such spoofing of IP-level firewalls. The mechani sns
outlined here are also discussed in Section 4.3 bel ow.

o] Packet Profile Only

The | owest |evel of security consists of allowing the |IP-
layer firewall to filter packets purely on the basis of
the packet profile. This is essentially the approach used
by filtering routers today, with the addition of (1)

aut henti cation and authorization servers to control the
filtering profiles, and (2) the automatic "Authentication
Requi red" notification nechanism This approach provides
al rost no security; it does not prevent other conputers
from spoofing packets that appear to be transnitted by C
or fromtaking over Cs transport |level connection to S

0] Seal ed Packets

In the second | evel of security, each packet is "seal ed”
with a secure hash algorithm An authentication server A

Braden, C ark, Crocker & Huitema [ Page 16]
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chooses a secret and shares it with the source host S and
al so with the authorization server Zi, which shares the
secret with the firewall Fi. Every packet that C
transmits contains a hash val ue that depends upon both the
contents of the packet and the secret value. The firewal
Fi can conpute the sane hash function and verify that the
packet was originated by a conputer that knew the shared
secret.

Thi s approach does raise issues of how nmuch C trusts Z
and Fi. Since they know Cs secret, Zi or Fi could spoof
C. If Cdoes not trust all Zs and F's inits path, a
stronger nechani sm (see bel ow) is needed.

A nore difficult problemarises in authenticating C s
packets when nore than one firewall lies in the path.
Carrying a separate seal for each firewall that is
penetrated would be costly in terns of packet size. On
the other hand, in order to use a single seal, all the
firewalls woul d have to cooperate, and this mght require
a much nore conpl ex nmechani smthan the one sketched in the
previ ous section. Morever, it may require nmutual trust
anong all of the authentication servers A and

aut hori zation servers Zi; any of these servers could
undernine all the others. Another possibility to be
investigated is to use hop-by-hop rather than end-to-end
aut hentication of Cs packets. That is, each firewal
woul d substitute into the packet the hash needed by the
next firewall.

Multi-firewall source authentication is a difficult
probl emthat needs nore investigation

Packet Signatures

In the third | evel of security, each packet is "signed"
using a public/private key algorithm C shares its public
key with Zn, which shares it with Fn. In this scenario, C
can safely use one pair of keys for all authorization
servers and firewalls. No authorization server or

firewal | can spoof C because they cannot sign packets
correctly.

Al t hough packet signing gives a nuch higher |evel of
security, it requires public key algorithnms that are
patented and currently very expensive to conpute; their
time nmust be added to that for the hash algorithm Al so,
signing the hash generally makes it |arger

O ark, Crocker & Huitema [ Page 17]
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3.3.3 OGher Firewall |ssues

Br aden,

(o]

Per f or mance

An Internet-layer firewall has the advantage of generality
and flexibility. However, filtering introduces a
potential performance problem Perfornmance nay depend
upon t he nunber and position of the packet fields used for
filtering, and upon the nunber of rules against which a
packet has to be matched.

Deni al of service attacks require that the per-packet rule
mat ching and the drop path be able to keep up with the
i nterface speed.

Mul ticasting

To allow nulticast traffic to penetrate a firewall, the
rule that is needed should be supplied by the receiver
rather than the sender. However, this will not work with
t he chal |l enge nechani smoutlined in Section 3.3.1, since
"Aut hentication Required" notifications would be sent to
the sender, not to the receiver(s).

Mul ti cast conversations nmay use any of the three |evels of
security described in the previous section, but al
firewalls will have to share the sane secret with the
originator of the data stream That secret would have to
be provided to the receivers through other channels and
then passed to the firewalls at the receivers’ initiative
(in nuch the sane way that resources are reserved at
receiver’s initiative in RSVP)

Asynmmretri ¢ Routing

Gven a client conputer C utilizing a service from anot her
conmputer C through a firewall F: if the packets returning
fromSto Ctake a different route than packets fromC to
S, they may encounter another firewall F which has not
been authorized to pass packets fromS to C (unlike F,

whi ch has been). F wll challenge S rather than C, but S
may not have credentials to authenticate itself with a
server trusted by F .

Fortunately, this asymetric routing situation is not a
problem for the conmon case of single homed admi nistrative
domai ns, where any asynmetric routes converge at the
firewall.
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Illicit Rendezvous

None of these mechani snms prevent two users on opposite
sides of a firewall fromrendezvousing with a custom
application witten over a protocol that may have been
aut horized to run through a firewall.

For exanple, if an organization has a policy that certain
information is sensitive and nust not be allowed outside
its premses, a firewall will not be enough to enforce
this policy if users are able to attach sensitive
information to nail and send it outside to arbitrary
parties. Simlarly, a firewall will not prevent all
problens with inconing data. |f users inport prograns and
execute them the programs may have Trojan horses which
di scl ose sensitive information or nodify or delete

i nportant data. Executable code cones in many, nmany
fornms, including PostScript files, scripts for various
interpreters, and even return addresses for sendnail. A
firewall can detect sone of these and scan for sone forns
of potentially hazardous code, but it cannot stop users
fromtransform ng things that | ook Iike "data" into

pr ogr ans.

We consider these problens to be sonewhat outside the
scope of the firewall router nmechanism It is a matter of
the policies inplenmented by the organi zati on owning the
firewalls to address these issues.

Transparency for Security Packets

For the nechani sns descri bed above to operate, the

"Aut henticati on Required" notification and the

aut henti cati on/aut horization protocol that is used between
the client conmputer and the authentication and

aut hori zation servers trusted by a firewall, nust be
passed by all firewalls automatically. This nmight be on
the basis of the packet profiles involved in security.
Alternatively, firewall routers might serve as
application-layer firewalls for these types of

communi cations. They could then validate the data they
pass to avoid spoofing or illicit rendezvous.

3.3.4 Firewal | -Friendly Applications

Br aden,

Firewal | routers have problenms with certain comunication
patterns where requests are initiated by the server, including
cal | backs and nultiple connections (e.g., FTP). It was

O ark, Crocker & Huitema [ Page 19]



RFC 1636

| AB Wor kshop Report June 1994

suggested that it would be useful to have guidelines to
application designers to help themto build "firewall-friendly
applications’. The follow ng guidelines were suggest ed:

1) no i nbound calls (the xterm problen,

2) fixed port nunmbers (no portnapper or tcpnux),

3) integral redirection is good (application gateways),

4) no redirection in the protocol

5) 32 bit sequence nunbers that are crypto-strong random #' s,
and

6) fixed I ength and nunber of header fields.

Type fields are good, but they may not be needed if there are
fixed port nunbers.

3.3.5 Concl usi ons

Br aden,

Conmpared to an application-layer firewall, an IP-layer firewal
schene coul d provide a nunber of benefits:

- No extra authentication is required for end hosts.

- A single authentication protocol can be used for al
i nt ended applications.

- An | P-layer firewall causes |ess performance degradation

- An | P-layer firewall nmay be able to crash and recover
state wi thout disturbing open TCP connecti ons.

- Rout es can shift w thout disturbing open TCP connecti ons.
- There is no single point of failure.

- It is independent of application

However, there are substantial difficult design issues to be

solved, particularly in the areas of multiple firewalls,
assynmetric routes, nulticasting, and performance.
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4. SECURE QOS FORWARDI NG

When the Internet supports special qualities-of-service (Q0S) for
particul ar packet flows, there will be a new set of security
problens. There will be a need to authenticate and authorize users
asking for those QOS values that are expensive in network resources
and it will be necessary to prevent theft of these resources and

deni al -of -service attacks by others. This section contains a
conceptual nodel for these problens, which we may call secure QOS
forwarding. The issues here differ fromend-to-end security and
firewalls, because QOS forwarding security may need to be enforced at
every router along a path.

It was noted that this is not a new problen it was stated and sol ved
in a theoretical way in a thesis by Radia Perl man

4.1 The Requirenent for Setup

Setup is an essential part of any QOS nechanism However, it nay
be argued that there are al so good engi neering reasons for setup
in any Internet-layer security nechanism even w thout QOS
support. In the abstract, one could inagine a pure datagram node
in which each | P packet separately carried the necessary

aut horizations for all the stages in the forwarding path.
Realistically, this is not practical, since the security

i nformati on may be both unacceptably |arge and conputationally
demanding for inclusion in every packet. This seens to inply the
need for sonme formof state setup for security.

Thus, we presune a two stage process that noves sonewhat away from
the pure datagramnodel. |In the first stage, the setup stage,
sone state is established in the routers (and ot her network

el ements) that describes how a subsequent stream of packets is to
be treated. 1In the second stage, the classification stage, the
arriving packets are matched with the correct state information
and processed. The term nology in use today calls these different
state descriptions "classes", and the process of sorting
"classi